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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

1
Scope

The present document …

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[<seq>]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

[1]
3GPP TR 41.001: "GSM Release specifications".

[2]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply:

Customer Care Operator (CC Operator): is a role which provides support to customers.

User Equipment Management (UEM): is a capability which will allow the Operator, Service Provider and/or User Equipment Manufacturer/User Equipment Supplier to remotely manage User Equipment.

User Equipment Management application: is an application that executes on the UE to provide UEM functionality.

User Equipment Manager (UE Manager): is a role that accesses the User Equipment in order to manage the User Equipment. Some examples of UE Managers are: Service Provider, Network Operator, UE manufacturer, Customer Care Operator.

Subscriber: see TR21.905 
User: see TR21.905




3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

CC
Customer Care

CM
Configuration Management

CRM
Customer Relationship Management

FAQ
Frequently Asked Questions

FCAPS
Fault, Configuration, Accounting, Performance, and Security management

FM
Fault Management

GUP
Generic User Profile

IMEI
International Mobile station Equipment Identities

IMSI
International Mobile Subscriber Identity

ME
Mobile Equipment

OTA
Over-The-Air

PC
Personal Computer

PM
Performance Management

SM
Service Management

SW
Software

UEM
User Equipment Management

NOTE:
The other abbreviations used in the present document can be found in Reference [1].
4
UEM Capabilities

With the arrival of the 3G-services, more sophisticated mobiles with download capability and the growth of 3rd party applications and content on the Internet, more and more users will use the User Equipment as a mobile and limited incarnation of their desktop PC. Therefore, it is reasonable to assume that the user will download 3rd party applications to the UE. We then have the situation where an application could actually cause faults on the UE. This raises the complexity of User Equipment fault resolution to a higher level compared with traditional 2G User Equipment. 

In addition, it is more than likely that the user will contact the network operator or service provider to register the fault and it will be left to the UE manager to handle the query. If mechanisms were available for the UE managers to identify and fix faults, then huge savings could be made in manpower, equipment and revenue loss.

This clause identifies some key UEM capabilities and performs some analysis of those capabilities.

The following key UEM capabilities are included in this clause:

1)
UE Configuration Query;

2)
UE Reconfiguration;

3)
Remote UE Diagnostics.

4.1
UE Configuration Query capability

The 'UE Configuration Query' capability allows UE configuration information to be remotely requested and retrieved. The UE configuration information would include the equipment make, model, software versions, configuration parameters. This is valuable information in for example fault finding; end-users often find it difficult to correctly report UE configuration information.

An example of how the UE Configuration Query capability could be used is illustrated in the sequence diagram in figure 1.
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Figure 1: UE Configuration Query Sequence Diagram

The configuration information returned by the UE should include:

· IMEI (as defined in TS 22.016 [10]);

· the Software Version Number (SVN);

· the applications installed and their software version. At a minimum the list of applications returned should be those which are remotely manageable (a list of the other non-manageable applications could also be returned).;

· the last error, time, date. The minimum is a single last error on the UE. It would be useful if the last errors for all the applications could be also returned.;

· configuration parameters, e.g. language settings, service related settings.

4.2
UE Reconfiguration capability

The 'UE Reconfiguration' capability builds upon the 'UE Configuration Query' capability in that it allows configuration changes to be made to the UE remotely. UE Reconfiguration could be used as part of a fault resolution process to correct a problem on the UE and an example of this is shown in figure 2. Once the cause of the fault has been identified (which in this example is an incorrect parameter) then the UE Reconfiguration capability is used to correct the fault.
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NOTE:
The first three interactions in this diagram are identical to the UE Configuration Query sequence diagram (figure 1). The last interaction is optional.

Figure 2: UE Reconfiguration Sequence Diagram
4.3
UE Diagnostics capability

The UE manager could use the 'Remote UE Diagnostics' capability to run diagnostic applications on the User Equipment to aid fault resolution. 

There are some different approaches to implementing the Remote UE Diagnostics capability:

a) Analyse of the responses received by the Configuration Query capability to identify faults for possible rectification using the UE Reconfiguration capability. 
b) A built-in diagnostic application running continuously on the UE so the diagnostic data is available on the UE. 
On a request from the UE Manager the diagnostic data (from the UE file system or DB) is sent back.

c) Remotely invoking a diagnostic application built into the UE that sends the diagnostic information back via the network. 

d) 
e) 
Figure 3 is an example of the UE Diagnostics capability utilising a diagnostic application built into the UE that sends the diagnostic information back via the network.
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Figure 3: Remote UE Diagnostics Sequence Diagram utilising diagnostic application built in to UE

5
UEM Requirements

5.1

Service Requirements

4
Provide support for fault resolution.

5
Provide support for fault diagnosis.

6
Remote service fault diagnosis

11
Remote diagnosis on UE

13
Provide a service for UE similar to that available today for managing corporate PC networks, particularly for fault finding.  For example being able to remotely inspect the UE and remotely install applications.

58
Configuration information shall include:
UE type (make, model, OS, version)
Firmware version /level
SW Version
Virus check history
Memory status

60

Support the collection of diagnostic information from the UE.

62
SM
Fast service set-up (e.g. Parameters provisioning)

63
Set up services
Check service works
Upgrade services – trouble free
 
OTA
 
Virus checks

64
Specific customers should be able to remotely configure the UE.

66

The ability to inform users that a new version of a UE software component is available.

67

The ability to inform users that a new service to the UE is available. 

72

PC anywhere for mobiles – tuition, show users how to use their equipment e.g. video clip.

74

Remote access to view a corporate's personalised settings
Remote access to modify a corporate's personalised settings

76

Manage customer data uploads
Manage customer data downloads

85
Of apps, services, fixes etc. to UE. See also TS 23.227 [11] subclause 4.2.

90

Ensure UEM is useful to corporate customers as well as consumers. For corporate customers the subscriber and user are usually different.

95
The following is the minimum set of the UE information that the UE manager needs to know:


IMEI (as defined in TS 22.016 [10]);


Software Version Number (SVN);

96
It should be possible for the UE manager to remotely audit UE information over the radio interface.

148
It should be possible to collect diagnostic information from the UE. (Note that there are different mechanisms by which this can be achieved including executing a built-in diagnostic application, retrieving diagnostic data directly from the UE and download of the diagnostic application to the UE.).

119
A diagnostic data gathering application should be under full control of the UE manager.

145
The scope of UEM shall include not only the conventional voice-plus User Equipment but also "dumb" terminals such as drinks machines, monitoring equipment etc.

5.2 
MMI Requirements

5.3 
Charging Requirements

150
Charging for UE capabilities will be on a flat fee basis.
5.4 
Security Requirements

5.5 
3GPP Operations System Requirements

26
UEM server interrogates UE to identify and report on element failures

5.6 
User Equipment Requirements

1
Should be possible to easily make a clear/concise FAQ accessible to the user via the UE to solve common problems. For example this could be downloaded to the UE or a link could be sent to the UE which can then be browsed.

9 Self-health check on UE

5.6.1
Mobile Equipment Requirements
151
The ME shall support the UEM Protocol.
5.6.2
USIM Requirements

Are there USIM requirements in Release 6, If not specific, maybe needed to fulfil other requirements ????
5.7 
Network Requirements

149 
The UEM Architecture shall be able to accommodate future requirements such as those outlined in TR 32.802 (e.g. …..)
6
UEM Assumptions

1
It is assumed that the network operator will own the UEM Gateway (see clause 7).

7
UEM Architecture

This clause describes the UEM architecture.

The User Equipment Management (UEM) architecture provides a collaborative framework to exchange information with a UEM client function to enable the remote management of the Mobile UE.

7.1
System component entities and connectivity

Figure 4 provides the basic elements of this architecture and associated interfaces.
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Figure 4: User Equipment Management (UEM) architecture

7.1.1
Definition of entities

This subclause describes the entities listed in the architecture (Figure 4).

7.1.1.1
UEM Client

The UEM Client is the component required in the UE to collaborate with the management server to manage the ME and the USIM. Collaboration sessions may include several simultaneous management tasks as instructed by the server.

7.1.1.2
UEM Server

The UEM Server co-ordinates the various UEM functions (FCAPS) that may be performed on clients within its domain. A link from the UEM Server to billing systems would be used to transfer charging information for the UEM interactions. The UEM Server maintains the management clients' session information and forwards the results to the different UE Managers. Example UEM Server functions are:
Will a link from UEM Server to billing systems be required in Release 6 ?
-
UE Reconfiguration;

-
Application and Service Reconfiguration;

-
Application Error Tracing;

-
Remote UE Diagnostics;

-
Remote Application Diagnostics;

-
Performance Measurements; and

-
Virus Detection and Prevention.

NOTE:
Not all of these functions are proposed for Release 6.

It is assumed that the network operator will own the UEM Server.

7.1.1.3
UEM Gateway

UE managers use the UEM Gateway to provide access (via the UEM server) to the UE client from various UE managers. In this example, the UEM Gateway controls the access available to the UE managers.

It is assumed that the network operator will own the UEM Gateway.

7.1.1.4
UE Managers

UE managers use the UEM Gateway to access the UEM clients. Some examples of possible UE managers are:

-
Network Operator;

-
Network Equipment Provider;

-
Service Provider;

-
Content Provider;

-
User Equipment Manufacturer;

-
Application Service Provider;

-
Enhanced Service Provider;

-
IT-Support Provider;

-
Corporate Administrator;

-
Customer Care Operator;

· 
7.2
Interfaces

This subclause identifies the interface reference points.

7.2.1
UE Access Reference Point

Realization of this reference point enables the information exchange between the UEM Server and Clients. Based on the extent of UE equipment capability, this interface may be realized using various connection media and protocols.

7.3
Protocols

SyncML Device Management is a strong candidate for the interface between the UE and the UEM Server. 

8
Open issues

Annex <A> (normative):
<Normative annex title>

Annex <B> (informative):
<Informative annex title>

Annexes are labeled A, B, C, etc. and designated either "normative" or "informative" depending on their content (informative annexes do not comprise requirements for the implementation of the specification).

B.1
Heading levels in an annex

Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. B.1.2 is formatted using Heading 2 style.

Bibliography

The Bibliography is optional. If it exists, it shall follow the last annex in the document.

The following material, though not specifically referenced in the body of the present document (or not publicly available), gives supporting information.

Bibliography format

-
<Publication>: "<Title>".

OR

<Publication>: "<Title>".
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